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Learning Goals

 Understand …

 When and how errors should be communicated

 How human error and design are not independent

 The difference between mistakes and slips

 The concept of constraints and how they can help to 
reduce errors

 Be able to … 

 explain the assumptions that are made about what 
errors users make

 discuss different types of slips and give examples

 Discuss how a user interface designs can be improved 
to prevent errors
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Communicating Systems Errors

 What to do, if an error in the system occurs?

 Will the user benefit from knowing about the error?

 Can the user do something about the error?

 What other solutions are available?

 If the error is provided to the user it must be

 Understandable (the user gets what the problem is)

 Actionable (the user gets options to do things)
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Communicating Systems Errors
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Communicating Systems Errors
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Who’s fault is it, 
if an accident happens
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Human Error as the Ultimate Explanation?
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http://news.bbc.co.uk/1/hi/world/europe/5370564.stm

http://www.netzeitung.de/politik/deutschland/720674.html



About (Human) Errors…

• “If an error is possible, someone will make it” 
(Norman)

• “Human Error” are a starting point to look for 
design problems.

… and implications for user interface design
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About (Human) Errors…

 Design implications

 Assume all possible errors will be made

 Minimize the chance to make errors (constraints)

 Minimize the effect that errors have (is difficult!)

 Include mechanism to detect errors

 Attempt to make actions reversible

 Prevent that users make errors in the first place

• Make it impossible to enter wrong commands

• Ensure that users can always recover

… and implications for user interface design
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Understanding Errors

• Errors are routinely made

• Communication and language is used between people to 
clarify – more often than one imagines

• Common understanding of goals and intentions between 
people helps to overcome errors

• Two fundamental categories

• Mistakes = wrong goal

• overgeneralization

• wrong conclusions 

• Slips = right goal but wrong action

• Result of “automatic” behaviour

• Appropriate goal but performance/action is wrong
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Understanding Errors

 Errors are routinely made

 Communication and language is used between people to 
clarify – more often than one imagines

 Common understanding of goals and intentions between 
people helps to overcome errors

 Two fundamental categories

 Mistakes = wrong goal

 overgeneralization

 wrong conclusions 

 Slips = right goal but wrong action

 Result of “automatic” behaviour

 Appropriate goal but performance/action is wrong
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Understanding the types of 
Slips Users Make

 Capture errors

 Description errors

 Data driven errors

 Associate action errors

 Loss-of-Activation error ~ forgetting

 Mode error
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Capture errors

 Capture errors

 Two actions with common start point, the more familiar one 
captures the unusual (driving to work on Saturday instead of the 
supermarket)

 Description errors

 Data driven errors

 Associate action errors

 Loss-of-Activation error ~ forgetting

 Mode error

Understanding the types of Slips Users Make

Human Error Albrecht Schmidt13

Norman, D. A. (2013). The design of everyday things: Revised and expanded edition. New York: Doubleday.



Description errors

 Capture errors

 Description errors

 Performing an action that is close to the action that one wanted to 
perform (putting the cutlery in the bin instead of the sink)

 Data driven errors

 Associate action errors

 Loss-of-Activation error ~ forgetting

 Mode error

Understanding the types of Slips Users Make
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Description errors - Example

 Related to Gestalt theory

 Example Car

 Different openings for fluids, 
e.g. oil, water, break, … 

 Openings differ in 

 Size

 Position

 Mechanism to open

 Color

 Design recommendations

 Make controls for different 
actions look different

Understanding the types of Slips Users Make
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Data driven errors

 Capture errors

 Description errors

 Data driven errors

 Using data that is visible in a particular moment instead of the data 
that is well-known (calling the room number you see instead of the 
phone number you know by heart)

 Associate action errors

 Loss-of-Activation error ~ forgetting

 Mode error

Understanding the types of Slips Users Make
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Associate action errors

 Capture errors

 Description errors

 Data driven errors

 Associate action errors

 You think of something and that influences your action. (e.g. saying 
come in after picking up the phone)

 Loss-of-Activation error ~ forgetting

 Mode error

Understanding the types of Slips Users Make
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Loss-of-Activation error ~ forgetting

 Capture errors

 Description errors

 Data driven errors

 Associate action errors

 Loss-of-Activation error ~ forgetting

 In a given environment you decided to do something but when 
leaving then you forgot what you wanted to do. Going back to the 
start place you remember.

 Mode error

Understanding the types of Slips Users Make
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Mode error

 Capture errors

 Description errors

 Data driven errors

 Associate action errors

 Loss-of-Activation error ~ forgetting

 Mode error

 You forget that you are in a mode that does not allow a certain 
action or where a action has a different effect

Understanding the types of Slips Users Make
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Mode error - Example

 Why use modes in the first place?

 User interface trade-off, e.g. 

 number of buttons needed can be reduced

 Design recommendations

 Minimize number of modes

 Make modes always visible

 Example alarm clock

 Mode vs. mode free

 Visualization of mode

 What is your solution?

 Draw the control
elements

 Provide labels

Understanding the types of Slips Users Make

Human Error Albrecht Schmidt20

Setting time and alarm

with mode?

Setting time and alarm

without mode?



Correcting Errors

 If something goes wrong, we attempt corrections on the 
lowest level

 A task includes action on different levels

 Drive to University

 Get into the car

 Open the car door

 Insert car key and turn

 Apply pressure to the key

 …

Actions on different level
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Preventing Errors

 Example

 User: “remove the file ‘most-important-work.txt’”

 computer: “are you sure that you want to remove the 
file ‘most-important-work.txt’?”

 User: “yes”

 Computer: “are you certain?”

 User: “yes of course”

 Computer: “the file ‘most-important-work.txt’ has 
been removed”

 User: Oops, damm

 The user is not reconsidering the overall action – it only prompts to 
think about the immediate action (clicking)

 A solution is to make the action reversible

Confirmation is unlikely to prevent Errors
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Detecting Errors

 When “human” errors are detected get into a understandable 
dialog with the user
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Forcing Function

 Interlock (e.g. functions can only be done in a certain order)

 Lock-Ins (e.g. you can not leave, before you have not done 
something)

 Lock-Outs (e.g. you can get in, before you have not done 
something)
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Constraints to prevent errors

 Physical constraints

 Basic physical limitations

 Semantic constraints

 Assumption to create something meaningful

 Cultural constraints

 Borders and context provided by cultural 
conventions

 Logical constraints

 Restrictions due to reasoning

 Applying constraints is a design decision!

 Practical way to realize the principle 
“prevent errors”
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Sketching a Form

 Design a Webform for inputting the following information:

 Family Name, First Name

 Country

 Town, post code, street name and number

 Email address

 Gender 

 Birthday incl. year

 Phone number

 What typical errors do you expect when people fill in the form?

 How to minimize the possibility of errors?

 How to minimize the effect of errors?

Mini-Exercise: Preventing Errors
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What errors do you expect? 
Mini-Exercise: How would you prevent them?
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What errors do you expect? 
Mini-Exercise: How would you prevent them?
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What errors do you expect? 
Mini-Exercise: How would you prevent them?
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Learning Goals

 Understand …

 When and how errors should be communicated

 How human error and design are not independent

 The difference between mistakes and slips

 The concept of constraints and how they can help to 
reduce errors

 Be able to … 

 explain the assumptions that are made about what 
errors users make

 discuss different types of slips and give examples

 Discuss how a user interface designs can be improved 
to prevent errors
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Did you understand this block?

 When should you not communicate a system error to the user?

 Given a Webform – discuss the statement “All possible errors 
will be made.”

 Explain the difference between mistakes and slips

 What is a capture error? Give an example.

 What is a data driven error? Give an example.

 Explain physical constraints on the example of a Micro-USB 
and USB-C connector

 Explain the concept of constraints using the example of a Date-
Picker  

 Discuss how a user interface designs can be improved to 
prevent errors

Can you answer these questions?
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